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NOTICE: Axios npm Supply Chain Attack — Detection & Protection Guide

On March 31, 2026, the npm package axios (100M+ weekly downloads) was compromised in a
sophisticated supply chain attack. A hacker took over the lead maintainer's account, injected a
phantom dependency that deploys a cross-platform RAT in 1.1 seconds, and the malware self-
destructs to erase all evidence.

Following is quick guide to check if you're affected and suggestions on how to protect yourself.

Am I Affected?
Bad versions: axios@1.14.1 and axios@0.30.4
Safe versions: axios@1.14.0 and axios@0.30.3
Quick Check: npm list axios & npm list -g axios

Step 1 — Scan Your Entire System for Axios

Mac/Linux:
find / -path "*/node_modules/axios/package.json" 2>/dev/null | while read f; do
version=$(grep '"version"' "$f" | head -1)
echo "$f -> $version"
done

Windows (PowerShell):
Get-ChildItem -Path C:\ -Recurse -Filter "package.json" -ErrorAction SilentlyContinue |
Where-Object { $_.DirectoryName -like "*node_modules\axios" } |
ForEach-Object {
$version = (Get-Content $_.FullName | Select-String '"version"').Line
Write-Output "$($_.FullName) -> $version"
}

Infection is indicated if any result shows version 1.14.1 or 0.30.4.

Step 2 — Check Your Lockfile History
git log -p -- package-lock.json | grep "plain-crypto-js"

If plain-crypto-js shows up anywhere in your lockfile history, investigate immediately. Legitimate axios
has exactly 3 dependencies: follow-redirects, form-data, proxy-from-env. 

Anything else is a red flag.
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Step 3 — Check for RAT Artifacts

This malware drops platform-specific payloads disguised as system files:
macOS: ls -la /Library/Caches/com.apple.act.mond 2>/dev/null
Linux: ls -la /tmp/ld.py 2>/dev/null
Windows: Test-Path "$env:PROGRAMDATA\wt.exe"

Step 4 — Check for C2 Communication

netstat -an | grep "142.11.206.73"

If You Found That You've Been Compromised

If you found ANY indicators above, treat your machine as fully compromised:
STOP— do not just delete files
▪ Rotate ALL credentials — npm tokens, SSH keys, API keys, cloud credentials
▪ Rotate all database passwords
▪ Check CI/CD pipelines for affected installs
▪ Block C2 traffic — sfrclak.com and 142.11.206.73 at your firewall
▪ Rebuild from a clean image if possible
▪ Audit git history for unauthorized changes

Protect Yourself Going Forward

1. Refuse newly published packages: npm config set min-release-age 3
This tells npm to refuse any package published less than 3 days ago. This one command would
have blocked this attack.

2. Disable postinstall scripts.  Add to your .npmrc: ignore-scripts=true
The entire attack depended on a postinstall script running automatically. No scripts = no attack.

3. Pin exact versions. Add to your .npmrc: save-exact=true
The ^ in your version ranges is what let npm auto-upgrade to the compromised version.

4. Use npm ci in CI/CD: npm ci # NOT npm install
Installs exactly what's in your lockfile. No surprises.

5. Consider pnpm or bun
Both package managers do NOT run lifecycle scripts by default. This attack would have completely
failed on pnpm or bun.
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Resources

Socket.dev Analysis — First automated detection (6 minutes)
StepSecurity Deep Dive — Runtime telemetry
GitHub Issue #10604 — Maintainer confirms compromise
Huntress Blog — 100+ confirmed compromised hosts
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